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Information, data and knowledge play an
integral role in many work processes and
products and so have a vital influence on
profitability. This means that more and more
decisionmakers are engaging actively with
all aspects of information technology. The
essential thing is to provide the data
confidentiality, integrity and availability and
to demonstrate this both internally and to
the outside world.

As appointed certification body of Cyber
Security Agency of Singapore (CSA), TOV
NORD Singapore can support organizations
in achieving these objectives, through CSA
SG Cyber Safe Schemes.

Cyber Essentials Mark

The Cyber Essentials mark provides a
cybersecurity certification designed for
organizations initiating their cybersecurity
efforts, specifically aimed at entities like
Small and Medium Enterprises (SMEs). Given
that certain SMEs have limited IT and/or
cybersecurity expertise and resources, the
Cyber Essentials mark aims to empower
them to prioritize essential cybersecurity
measures necessary to protect their systems
and operations from prevalent cyber-
attacks.

The Cyber Essentials mark also
acknowledges organizations that have
implemented effective cyber hygiene
measures.

Certification Benefits

= Proof of confidence to clients, business
partners and investors

= Customized to address your
organization's requirements

= Streamlines cybersecurity efforts by
identifying priority measures

= Assists your organization in adopting
cyber hygiene measures to counter
prevalent cyber-attacks

Certification Process

Enquiry to TUV NORD

Order Confirmation

Submit Self Assessment Form

Desktop Review

— — — — —

Certification Awarded

Certification Fees

Cyber Essentials Cyber Essentials for
CMS Vendors

Quantity of | Certification Maximum Level of | Certification Fee Certification Fee for
End-points Fee for Cyber Support from CSA | Charged to Cyber Essentials for
Essentials (First Successful Industry CMS Vendors®

(As submitted in | Application) (Factoring in CSA (As submitted in
Proposal) Support) Proposal)

1-10 $800 $250 $550 +$500
11-20 5800 5350 $450 + 5500
21-50 $1200 5450 $750 + 5650
51-100 $1200 $500 $700 + 5650
101 - 200 $2000 5550 $1450 + 5800

Certification with TUV NORD

TOV NORD is a reliable internationally
recognised partner for inspection and
certification services. Our specialists and
auditors have in-depth knowledge based on
experience, and they will support you in your
certification process by providing objective
feedback. Thanks to our global network, we
can offer you our recognised inspection and
certification services across borders all over
the world.

Contact Us
TUV NORD Singapore

20 Bendemeer Road

#04-06 BS Bendemeer Centre
Singapore 339914

T +656904 6700
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Information, data and knowledge play an
integral role in many work processes and
products and so have a vital influence on
profitability. This means that more and more
decisionmakers are engaging actively with
all aspects of information technology. The
essential thing is to provide the data
confidentiality, integrity and availability and
to demonstrate this both internally and to
the outside world.

As appointed certification body of Cyber
Security Agency of Singapore (CSA), TOV
NORD Singapore can support organizations
in achieving these objectives, through CSA
SG Cyber Safe Schemes.

Cyber Trust Mark

The Cyber Trust mark is a cybersecurity
certification tailored for organizations with
broader digitalized business operations. It is
aimed at larger or more digitally advanced
organizations, considering that these
entities are likely to face heightened risk
levels, necessitating substantial investments
in expertise and resources to safeguard and
manage their IT infrastructure and systems.
Embracing a risk-based approach, the Cyber
Trust mark provides guidance for
organizations to comprehend their risk
profiles and identify essential cybersecurity
readiness areas required to mitigate these
risks.Functioning as a distinguished
indicator, the Cyber Trust mark enables
organizations to demonstrate the
implementation of robust cybersecurity
practices and measures that align with their
cybersecurity risk profile.

Certification Benefits

= Represents an emblem of excellence for
acknowledging organizations as reliable
partners with strong cybersecurity

= Offers aroute to international
cybersecurity benchmarks (e.g. ISO/IEC
27001)

= QOffers a structured method for your
organization to evaluate cybersecurity
risks and readiness

Certification Process

| Enquiry to TUV NORD

[ Order Confirmation

‘ Submit Self Assessment form

{ Stage 1 Audit

| Stage 2 Audit

‘ Certification Awarded

) ) = K

Certification Fees

Maximum Level of
Support from CSA?
(First Successful
Application)

Quantity of | Range of Certification Fee
End-points | Charged
(As submitted in Proposal)

Certification Fee Charged to
Industry
(Factoring in CSA Support)

Minimum Maximum Minimum Maximum

1-10 $1,650 $5,000 $500 $1,150 $4,500
11-20 $2,000 $6,500 $725 $1,275 $5,775
21-50 $3,200 $9,000 $850 $2,350 $8,150
51-100 | $4,200 $13,000 $1,350 $2,850 $11,650
101-200 | $4,700 515,000 $1,600 $3,100 $13,400

Certification with TUV NORD

TOV NORD is a reliable internationally
recognised partner for inspection and
certification services. Our specialists and
auditors have in-depth knowledge based on
experience, and they will support you in your
certification process by providing objective
feedback. Thanks to our global network, we
can offer you our recognised inspection and
certification services across borders all over
the world.

Contact Us
TUV NORD Singapore

20 Bendemeer Road

#04-06 BS Bendemeer Centre
Singapore 339914

T +656904 6700

E singapore@tuv-nord.com
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Cyber Essentials Mark

FAQs

<

What is the validity of the CSA Cyber
Essentials mark?

The CSA Cyber Essentials mark is
valid for two years.

How is the audit conducted for Cyber
Essentials mark?

Cyber Essentials mark audit is
conducted remotely.

What is an end-point?

An end-point is a remote computing
device that communicates back and
forth with a network to which it is
connected.

What are the measures of Cyber
Essentials Mark?

There are five categories of control
measures for Cyber Essentials Marks;
Asset, Secure/Protect, Update,
Backup and Respond.

Are there any funding support?
Yes, there are funding support. Please

refer to our CSA Cyber Essentials
Brochure for more details.

Cyber Trust Mark <

» What is the validity of the CSA Cyber
Trust mark?

The CSA Cyber Trust mark is valid for
three years.

= How is the audit conducted for Cyber
Essentials mark?

The CSA Cyber Trust mark audit is
conducted both on site and remotely.

= |s there surveillance audit?

Yes, there is annual surveillance audit
for Cyber Trust Mark during the
validity of the certificate.

» |s there any pre-requisite for to obtain
Cyber Trust Mark?

There is no pre-requisite to obtain for
Cyber Trust Mark.

= Are there any funding support?

Yes, there are funding support. Yes,
there are funding support. Please
refer to our CSA Cyber Trust Brochure
for more details.
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